VRS SECURITY

Talking points to engage stakeholders

You've done your research and understand how importfant it is
fo have a secure vofer registration system, but convincing other
stakeholders of the need to upgrade and allocate budget can be

challenging.
We've created a list of key points fo help define your
communications. They are organized starting with basic
statements (perfect for infroductions or transitions), then a list of
ways fo secure a VRS, and finally, technical specifications for
various areas of VRS security. These can be used fo engage all
key stakeholders, and empirically justify the procurement of a

secure, modern VRS.
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JUST THE FACTS:

» Outdated voter registration systems are vulnerable to attacks —highly-publicized cyberatiacks across the country emphasize the importance
of robust, modern security methods. A modern voter registration system keeps data safe and public confidence high with an encrypted
dafabase, multifactor authentication, multiple user and role-based access controls and monitoring, and geo-ailover and data recovery.

readable format.

change current voter information.
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SPECIFIC EXAMPLES:

A secure VRS encrypts data af rest and protects that data with role-based access. Data in transit is encrypted using the TLS protocol.
Sensitive, non-public data fields are individually encrypted at rest to allow matching against user input without actually sforing the data in a

Increased security measures prevent the exfiliration of information that could then be used fo submit false voter registration requests, or

Technology platforms supporting election administration must meet the current minimum encryption and data profection standards.

Regular updates keep security profection current, preventing a massive data breach like the Equifax breach of 2017.

» A voter registration system that supports multi factor authentication (MFA] makes it difficult for credentials to be compromised and used by an

outside agent.

changes and when.

Infelligent automated reporting tools defect abnormal activity by users; if a large set of data is changed, it's easy to tell which user made the

A modemn voter registration system features automated infegration with external data sources such as the Department of Corrections
(DOC), Department of Motor Vehicles, and National Death Index. Data is directly transferred back and forth, eliminating human error and

»
increasing data infegrity. However, those touchpoints need to be secure in order to prevent hacks. There are multiple ways to secure these

processes in a modern VRS.
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VRS SECURITY

Talking points to engage stakeholders

» Failureresistant architecture allows for independent modules, which ensure no single component of the system can adversely impact the
performance of the others. If there's an update fo petition management, it won't slow down other components like the voter facing site. A
properly-functioning, reliable system helps ensure public trust.

» A VRS built on an NoSQL database supports automatic database replication to maintain availability with automated failover and recovery,
in case of outages or planned maintenance.

» Role-based access controls manage permissions to limit a user’s access fo resources and actions that are only necessary to performing their
job. User roles are configurable to match ideal workflow or security use cases.

IF YOU WANT TO GET TECHNICAL ABOUT IT:

» VRS security should follow NIST Cybersecurity Framework, created as a result of Executive Order 13636, improving critical infrastructure
cybersecurity and NIST SP 800-63 Digital Identity Guidelines. By using indusiry open standards and implementing additional controls on
fop, conformance is exceeded.

» The most secure voter registration systems use data validation methods such as insecure direct object referencing, and crosssite request
forgery.

»  With insecure direct object reference controls, application code always checks for access prior to accessing an object on any and all
requests.

» Crosssite request forgery uses a short fime-forlive token strategy for each request generated. If the token provided is valid, the request is
allowed. If the token is not valid, a 403 (Forbidden) error is returned.

» VRS servers should utilize a web application firewall (WAF) to prevent common vulnerabilities, including SQL injection, crosssite scripting
(XSS), remote file injection (RFI), and local file injection (LFI). A WAF applies rules o properlyformed HTTP requests and confidently filters out
common attacks.

» VRS networks should also use a network firewall and network infrusion protection system to block any unsolicited traffic to the system’s
network.

» Databases protected with Client and Member x.509 certificates ensure operations are authenticated prior to being executed on the
database level.

If you would like fo learn more about any of the above points in greater detail, or if there is another component
of VRS you'd like to understand better, let us know and we'd be happy to provide you with more information!

For additions to this document or ideas for other resources, email contact@everyonecounts.com.

For additional tools and resources, visit resources.everyonecounts.com.
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